Configuring Failover Clustering in Windows Server 2008

In this article I'm going to configure failover clustering in Windows server 2008. Almost a year has passed on afterthe release of Windows Server
2008; I'm configuring 2 Node clustering, since I'm planning to provide another artide on SQL Server 2008 Clustering. Below are the lists of
resources I've used for this testing

Domain : sagar.corp.com

Domain ID : sqlarticlesadmin.sagar.corp.com

Node :Nodel & Node2

Network Card : Private NW (LAN Card 1), Public NW (LAN Card 2)
Server : Windows Server 2008 Enterprise Edition

Cluster Shared Disks  : 1 GB Quorum Disk (iSCSI 3) and 15 GB for SQL Data (iSCSI 3)
All the above resources are already configured to the node’s, I’'m going to just configure clustering using both the nodes mentioned above.

The one thing you need to note in the above is I've used iSCSI — 3 disks, which is the one supported in windows server 2008 clustering. Below is
the note from Microsoft on the cluster shared disks, hope this could help you.

For Serial Attached SCSI or Fibre Channel: 1f you are using Serial Attached SCSI or Fibre
Channel, in all clustered servers, the mass-storage device controllers that are dedicated to the
cluster storage should be identical. They should also use the same firmware version.

#Note With Windows Server 2008, you cannot use parallel SCSI to connect the storage to the
clustered servers.

For i1SCSI1: If you are using i1SCSl, each clustered server must have one or more network adapters
or host bus adapters that are dedicated to the cluster storage. The network you use for iSCSI
cannot be used for network communication. In all clustered servers, the network adapters you use
to connect to the iSCSI1 storage target should be identical, and we recommend that you use Gigabit
Ethernetor higher. For 1SCSI, you cannot use teamed network adapters, because they are not
supported with iSCSI. For more information about iSCSI, see the iSCS1 FAQ on the Microsoft Web
site (http://go.microsoft.com/fwlink/?Linkld=61375).
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VALIDATE CLUSTER CONFIGURATION

The first step in configuring clusteris to validate the resources that are going to participate in clustering.

e Connectto Nodel

e Go to Start > Administrative Tools = “Failover Cluster Management”, click on this to open.

1 \Windows Update
| pd
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Le Internet Explorer

-;] Motepad

P
* Remote Desktop Connection

% System Configuration
@ Ease of Access Center

b All Programs

DomainAdmin

Documents

Computer

Metwaork

. Terminal Services *
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Run...

4

E Data Sources (QDBC)
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(== Faiover Cluster Management )
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= Local Seaurity Policy

[3#] Memory Diagnostics Tool

@ Reliability and Performance Monitor
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‘31 Share and Storage Management
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IStart Search
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gF Windows Firewall with Advanced Security
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You will be shown with a window similar to the one shown below, click on “Validate a Configuration” link

&= Failover Cluster Management — =] |

File  Action View Help

&= = =

3 : - -
=5 Falover Cluster Management Failover Cluster Management Actions

Failover Cluster Ma...

il;'.f Create failover clusters, validate hardware for potential failover clusters, and perfon
lqé configuration changes to your failover clusters. -ﬂ Validate a Confi...
% Create a Cluster...

* Overview %:El Manage a Cluste. ..
Afailover cluster is a set of independent computers that work together to increase the View »
availability of services and applications. The clustered servers (called nodes) are conne
physical cables and by software. f one of the nodes fails, another node begins to prowi E Help
services (a process known as failover).

* Clusters

-

Management

To beqin to use failover clusternag, first validate your hardware configuration, then creat
cluster. Afterthese steps are complete, you can manage the cluster. Manaaging a clusi
include migrating settings to it from a cluster unning Windows Server 2003.

@ Validate a Confi uratiun.) ﬂ Understanding cluster valida
tests
Create a Cluster ... ﬂ Creating a failover cluster or

a cluster node .
Manage a Cluster... ﬂ Managing a failover cluster

ﬂ Migrating settings from a clus
unning Windows Senver 20

| i | |
f:'Siartl J i - “%Fﬂnﬁertﬁﬁtﬂrm | @[{b 3:79 PM
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Once you click on that the validate window will appear as shown below

i validate a Configuration Wizard x|

%ﬁi Before You Begin
o

Before You Begin This wizard runs validation tests to determine whether this corfiguration of servers and attached storage is
Select Servers ora set up comectly to support failover. A cluster solution is supported by Microsoft only if the complete
hister configuration (servers, network, and storage) passes all tests in this wizard. In addition, all hardware
compaonents in the cluster solution must be "Cerified for Windows Server 2008".

Testing Options

- If you want to validate a set of unclustered servers, you need to know the names of the servers.
Corfirmation Important: the storage connected to the selected servers will be unavailable during validation tests.
Validating If vou wart to validate an existing failover cluster, you need to know the name of the cluster or one of its
Summary nodes.

ou must be a local administrator on each of the servers you want to validate.
To continue, click MNesdt.

Mare preparing your hardware for validation
More sbout cluster validation tests

r Do not show this page again

Mext = Cancel
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Click on Next to validate the configuration. Enter both the Node names (one by one) in the “Enter Name” text column and dick on add button.

Once both the

nodes are pointed dick on next to continue.

E.E_'_-" Validate a Configuration Wizard iI

jﬁ Select Servers or a Cluster
-

Before You Begin To validate a set of servers, add the names of all the servers.

To test an existing cluster, add the name of the cluster or one of its nodes.

Select Servers or a

Cluster

Testing Options
Confirmaticon
Validating

Summary

Selected servers: Mode1 sagar.comp.com
node? sagar.corp.com

Hemove |

<Previous || Net> |  Cancel
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This window will provide you the option to select the tests that need to validate the configuration. Since we are going to check this for the first
time, | prefer to “Run all tests” as shown below. If any of the tests fail in this, then rectify that and in the next run you can select that particular
test case using “Run only tests | select”. Click on next to continue

E.E';i Validate a Configuration Wizard EI
Jﬂ Testing Options
s
Before You Begin Choose between running all tests or running selected tests.
w Servers ora The tests include Inventory tasks, Metwork tests, Storage tests, and System Corfiguration tests.
er
Testing Options Microsoft supports a cluster solution only if the complete configuration (zervers, networ, and storage) can
— pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certified
Corfimation for Windows Server 2008".
Validating
Summary

e

" Fun only tests | select

[More sbout cluster validstion tests

<Previous |[ MNet> |  Cancel
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Before validating the wizard will ask you confirmation as shown below, click on next to continue.

E.E_'.-" Validate a Configuration Wizard

%ﬁi Confirmation
=

Before You Beain

Select Servers ora
Cluster

Testing Options

Confirmation

Walidating

Summarny

You are ready to start validation.
Please confimm that the following settings are comect:

Servers to Test
Model.sagar.corp.com

node2.sagar.corp.com

Tests Selected by the User

List BIOS Information

List Enwvironment Variables

List Fibre Channel Host Bus Adapters
List iSCSI Host Bus Adapters

List Memory Information

List Operating System Information

To continue, click Medt .

Maore sbout cluster validation tests

Category
Inventory
Inventory
Inventory
Inventory
Inventory
Inventory

<Previous |[ MNet> |  Cancel
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The wizard will start validating the resources used for cluster as shown below. Once it’s done it will move to the summary page.

E.'E_'.-" Validate a Configuration Wizard

ﬁ Validating
=R

Before *You Beain

Select Servers or a
Cluster

Testing Options
Corfimation

Validating

Summary

The following validation tests are running. Depending on the test selection, this may talke a significant

amount of time.
Progress | Test | Result -
100 % List BIOS Information The test passed.
100 % List Environment Variables Gathering data about |
List Fibre Channel Host Bus Adapters Pending...
List iSCS| Host Bus Adapters Pending...
List Memony Information Pending...
List Operating System Information Pending...
List Plug and Play Devices Pending...
List Running Processes Pending...

1]

List SAS Host Bus Adapters

Pending... -
- LIJ

(.

(Gathering data about node node? sagar.corp.com. ..
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In the summary page you can find the validation report. In my cases there are some warnings which can be ignored as | know already these
warnings will occur in validation. If any of the resources are failed, please rectify that before creating the cluster.

Incase if you closed this window and want to review this report in future you can go the path %systemroot%\Cluster and you can find the report
in mht format, this report will be more detailed.

K validate a Configuration Wizard x|
%ﬁ" Summary
i o+
Before You Begin A Testing has completed successfully. The configuration appears to be suitable for clusterng, but
; you should review the report, which contains wamings that you might need to respond to.  For
Select Servers ora " Yetails., click "View Report."
Cluster '
Testing Options i‘
e Failover Cluster Validation Report
Walidating
Node: Model.sagar.corp.com
Node: node2.sagar.corp.com
..

To view the report created by the wizard, click View Report.
To close this wizard, click Finish.

Maore sbout cluster validstion tests
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CONFIGURING FAILOVER CLUSTERING

Ok we are almost done with the validation and everything seems to be fine, let’s start configuring clustering between both the nodes. In the
“Failover Cluster Management” window you can find a link “Create a cluster” as shown below, click on that

& Failover Cluster Management — =] x|

File Action View Help

&= =H=

El . _- =
] Fallover Cluster Management Failover Cluster Management Actions

Failover Cluster Ma... -

H;f Create failover clusters, validate hardware for potential failover clusters, and perfon
lqé configuration chanages to your failover clusters. ﬁ Validate a Confi...
-ﬁ Create a Cluster. ..
* Overview -&i Manage a Cluste...
A failover cluster iz a set of independent computers that work together to increase the Wigw »
availability of services and applications. The clustered servers (called nodes) are conne
physical cables and by software. f one of the nodes fails, another node begins to provi ﬂ Help
services (a process known as failover).

~ Clusters

* Management

To begin to use failover clustering, first validate your hardware configuration, then creat
cluster. Afterthese steps are complete, you can manage the cluster. Managing a clusi
include migrating settings to it from a cluster unning Windows Server 2003.

Validate a Configuration... ﬂ Understanding cluster valida
tests
ﬂ Cregting a failover cluster ar
a cluster node —
Manage a Cluster... ﬂ Managing a failover cluster
ﬂ Migrating settings from a clus

unning Windows Server 201

1|| i .,I::__ I | _,ILI
| . | |
{rstart| | MR || = Failover Cluster Mana... & Wy 329em
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Now the create cluster window will open as shown below, click on next to continue

E¥ Create Cluster Wizard x|

iﬁ‘ Before You Begin
L

Before You Begin This wizard creates a cluster, which is a set of servers that work together to increase the availability of

Select Servers clustered services and applications. f one of the servers fails, another server begins hosting the clustered
services and applications (a process known as failover).

Walidation Waming

; Before you run this wizard, we stronghy recommend that you run the Validate a Corfiguration wizard to

Access Point for ensure that your hardware and hardware settings are compatible with failover clustering.

Administering the

Cluster Microsoft supports a cluster solution only if the complete corfiguration (servers, networ, and storage) can

Confimation pass all tests in the Validate a Corfiguration wizard. In addition, all hardware components in the cluster
solution must be “Certified for Windows Server 2008".

Creating Mew Cluster
fou must be a local administrator on each of the servers you want to include in the cluster.

Summary
Ta continue, click MNext.

More about Microsoft support of cluster solutions that have passed validation tests
More about the name and |P address information needed for & new cluster

r Do not show this page again

Nextbl Cancel
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This window will be similar to the one used in Validate option, just add both the nodes to the wizard as shown below. Click on next to continue

E¥ Create Cluster Wizard
ai‘ Select Servers
¥
L

Add the names of all the servers that you want to have in the cluster. You must add at least one server.

Before You Begin

Access Point for
Administering the
Cluster

Confirmation
Creating Mew Cluster

Summarny

Enter server name:

Selected servers:

Mode sagar.comp.com
node? sagar.com .com

Add |
Remove |

<F‘re1rious| MNext > I Cancel

X
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In this screen you need to provide the Cluster Name and the static IP as shown below. If your entire network cards are set to dynamic then this
wizard will only ask you Cluster Name, IP will be automatically assighed through DHCP and it won’t be shown in this window. Most of them will

prefer using static IP, hence it should be like below. Click on next to continue

E¥ Create Cluster Wizard x|

j?i‘ Access Point for Administering the Cluster
1

Before You Begin Type the name you want to use when administering the cluster.

Select Servers
Cluster Name: ISQ LCluster

F‘-::Iministzﬁlirzﬂif:; One or more |Pv4 addresses could not be corfigured automatically. For each netwonk to be used, make
q I sure the network is selected, and then type an address.

Cluster
Corfimmation
Creating Mew Cluster

| MNetworks
152.168.174.0/24

Summary

More sbout the dministrative Access Point for & cluster

<Previous || Net> |  Cancel
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The wizard will ask you for a confirmation. If everythingis Ok, just dick on next to continue

E=E-" Create Cluster Wizard x|
44 % Confirmation
i "\
Before You Begin fou are ready to create a cluster.
g g The wizard will create your cluster with the following settings:
Access Point for ﬂ
Administering the Cluster: SQLCluster
Node: Model.sagar.corg.com
Corfirmation Node: node2.sagar.corp.com
IP Address: 192.168.174.10

Creating Mew Cluster

Summarny

To continue, click Meat.

<Previous || Net> |  Cancel
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Ok, now the wizard will start configuring clustering between both the nodes.

E¥ Create Cluster Wizard x|

jﬁ‘ Creating New Cluster
>

Before You Begin Please wait while the cluster is configured.
Select Servers

Access Point for

Administering the

Cluster

Corfirmation

Creating Mew Cluster E—

Summary Creating a new computer object for "“SQLCluster’ in the domain.
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Once the clustering is configured between both the nodes the wizard will show you the below screen. You can find that, it has configured

successfully.
xq
Summary
Before You Beain A You have successfully completed the Create Cluster Wizard.

Select Servers

Access Point for
Administering the "

Cluster Create Cluster

Corfirmation
Creating Mew Cluster

Cluser Sl

Node: Model.sagar.corp.com

Node: node.sagar.corp.com

Quorum: Mode Majority j
To view the repart created by the wizard, click View Report. View Report ..

To close this wizard, click Finish.

T
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VERIFYING CLUSTER CONFIGURATION

In the “Failover Cluster Management” window you can find the newly configured cluster as shown below. If you want to change the Quorum
disk then go to “More actions” as shown below and change the disk. Right now there is no cluster aware services are installed in the machine, I'll
be installing SQL server 2008 cluster aware service some time later.

555 Failover Cluster Management - |5|i|

File  Action ‘View Help

&= 7 r|H5

Eg= - =
[ Falover Custer Management Cluster SQLCluster.sagar.corp.com Bt
S| %gmwmmm SQLCluster.sagar.c.. =~
=] Services and Applications ter SOL Clust
= :_Lgi Modes Summary of Cl ! &% Configure a Ser...
g :o:e; SQLCluster has 0 applicationsservices and 2 nodes Eﬁ View Validation ...
ode
B Storage Name: SQLCluster sagar.com.com Networks: Cluster Network 1, Cluste FF add Node. ..
= :iﬂ %twnrks Cumrent Host Server: MNodel Subnets: 2 IPvd and 0 IPvE 4 Close Connection
Cluster Network 1 L , ) _
iﬂ Cluster Network 2 Quorum Configuration: Mode and Disk Majority ( Cluster Dislke 1) C Fiore Rk -D
Cluster Events Application Alert: <none>
Vi 3
Recent Cluster Events: =
|@ Refresh
“ Configure Properties
Configure high availability for a specific service or application, add one or more servers {__| ﬂ Help

or migrate resource group settings from a cluster running Windows Server 2003.

Corfigure & Service or Application... ﬂ Services and applications voi
configure for high availability

Migrate Services and Applications... ﬂ Migrating a cluster from Wind
Server 2003

#| Navigate to Storage to add disks

“ Nawvigate

E Services and Applications

Al Storane Networks hd
1 | 3

| | |
Oostart| | 5, M & |[= Failover Cluster Mana... N (& Wil 7:03AM
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Click on Nodes folder in the left hand pane, you can find both the nodes status right there

EsFa_-E Failover Cluster Management

File Action View Help

=18 %]

&= 5= Hl=

% Failover Cluster Manageme

Cluster Events

niﬂ Cluster Network 1
niﬂ Cluster Network 2

nt

Kl

b Modes Recent Cluster Events: 4%
=] 'infl SQLCluster.sagar. corp. com

:% Services and Applications || pame | Cioie

S "ﬂdﬁd F Nodet ® Up
Model =
ModeZ ]
_ g Mode2 j @ P

E-_ Storage

= :ﬂ_ﬁ Metworks

Actions

Nodes -
F* AddNode...
View ¥

|6l Refresh

ﬂ Help

Lostart| | G m @

JI%!:MGIHH‘MB_

|
| Wi} 7:05AM
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TESTING THE CLUSTER

In this case I'm just going to remove network card of Node2 abruptly there by removing the Node2 from network, let's see whether the duster
service can find this. You can find in the below screen that Node2 has been shown as down

File Action View Help

B Failover Cluster Management =18 x|

AR

% Failover Cluster Management

Nodes Recent Cluster Events: 41 2| | Actions
= -ﬁi SQLCluster.sagar.corp.com ; .
% Services and Applications | [ name | s
=l [5i Nodes = ode] @ Up F AddNode...
i ::j:; é Node? @ Dow __)" Wiew 3
|4 Storage @ Refresh
= %ﬂ Metworks -
-ii Cluster Network 1 Help
-ii Cluster Network 2
Cluster Events
E -
4] | %LIJ
| | |
Oostart| | 3 m @ || railover Cluster Mana... (& @iy 7:05AM
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In the cluster event viewer the reason for the failure is also updated, check that in the screen print below. All other alerts are related to disk
failures, I've just tested the failover for the disksin cluster.

5] x]
File  Action View Help
ol AN 7|
% Eaajluver Cluster Management Level | Date and Time | Node | Evert ID | Task Eategou:I Actions
=l %] SOLCluster.sagar.corp.co | (3 Critical 5/11/2009 70531 AM  Nodelsaga.. 1135 None Cluster Events -
55 services and Applicati | | & Eror 5/11/2009 70522 AM  Nodelsaga.. 1127 None
= Nﬂdesd 5 Emor 5/11/2009 700:16 AM  Nodelsaga.. 1069 Resource €. || 8 Query
g Eudei @Critical 502009 9:3456 PM Nodelsaga... 1177 Mone Q Save query
a Smrau: ) Crtical 5/10/2009 9:34:56 PM  Nodelsaga.. 1135 None ¥ Open query
= :ia Netwgrks @Critical 507200952151 PM Neodelsaga.. 1177 MNone
5 Cluster Network 1 ) Critical 5/10/2009 5:07:13FPM  Nodelsaga.. 1177 None % Find
3 Cluster Netwark 2 @D‘iﬁcal 510/2009 50713 PM Nodelsaga... 1135 MNone ] Add/Remove cal...
Cluster Events @D‘itical 510/2009 4: 2430 PM  Nodelsaga... 1177 MNone 3 Refedh
@ Critical 5/11/2009 7:.05:36 AM  Node2 saga... 1554 MNone - REIrE
@ Critical 511,200 70536 AM  NodeZsaga.. 1135 Mone View »
@ Emor 51172009 70536 AM - NodeZsaga.. 1127 MNone
5 Emor 5/11/2009 7.05:34 AM  Node2saga... 1127 None @ rep
Source: FailoverClusterng Logged: BA1.2009 7-05:22 AM
Event 1D 1127 Task Category:  MNone
Level: Ermor Keywords:
|ser: SYSTEM Mode: Mode1 sagar.com.com
OpCode: Info
Ciostor newor rtefocs (T AP T SYRSETEY o custer rode Node? o
network Cluster Netwark 2 failed. Run the Validate a Corfiguration wizard ta check yaour
networlk configuration. f the condition persists, check for hardware or software emors related
to the network adapter. Also check for failures in any other network components to which
the node is connected such as hubs, switches, or bridges. L
< | il I M
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